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I The U.S. professor principal agent claimed to have assessed and groomed students for
recruitment by determining their willingness to engage in open, unclassified research,
determining their political leanings, and then guiding them to engage in more discrete
work. The U.S. professor then induced them to meet secretly with Cuban intelligence.

f  The CulS tasked this academic network with spotting and assessing their students and
colleagues to identify possible recruits. The CulS provided guidance on preferred
personality types, suitability, age, race, nationality, and professional access.

f The network communicated among themselves and with the CulS using clandestine
communications methods such as email addresses established for covert communications;
shortwave radio transmissions; instructions on concealed water-soluble paper; and verbal
paroles.® Members of the network agreed to provide CulS with biological research,
guidance on Cuba's biological defense program, and biological reagents. Critically, the
CulS shared the network’s information with other foreign governments, including the
Democratic People’s Republic of Korea and the Russian intelligence services.

The CulS also exploit domestic and international exchanges for academic recruitment operations.
Cuban intelligence — sometimes embedded in delegations - uses information on visiting students
and researchers, including that obtained from other recruited university personnel, to design
targeted recruitment operations and approaches.

An indicator alone does not determine targeting or recruitment activity; academic institutions
should evaluate the totality of the potential recruitment behavior, including communications and
other relevant circumstances before notifying security/law enforcement personnel.

The following suspicious activities/indicators include, but are not limited to any individual, group,
or business; observe these indicators in context:

f Requests to clandestinely engage in research or other work outside of the student’s or
academic’s normal area of inquiry;

f Requests to communicate via non-official, personal, or secret accounts, apps, or other
means, or in channels inaccessible to the student’s or researcher’s institution;

f Inducements to engage in undisclosed meetings with foreign government officials;

f Requests to access, obtain, or provide information that may be proprietary, sensitive,
export-
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I Requests from foreign government representatives to attend meetings, conferences, or
social events and report on other attendees and participants.

Researchers may be sensitized to these issues through instruction on appropriate handling of PII,
intellectual property, classified, sensitive, or export-controlled information; policies regarding
administration, faculty, and student interactions with foreign government officials; and guidance
on the proper channels to report activity of concern. Institutions may be encouraged to provide
training to increase awareness of policies regarding foreign intelligence threats and capabilities
while traveling overseas or while hosting foreign delegations to U.S. institutions.

The FBI’s Office of Private Sector disseminated this LIR; please direct any requests and questions
to your FBI Private Sector Coordinator at your local FBI Field Office:
https://www.fbi.gov/contact-us/field-offices.

Traffic Light Protocol (TLP) Definition

Color | When should it be used? | How may it be shared?
Sources may use TLP: RED when
[TLP: RED] information cannot be effectively Recipients may therefore not share TLP: RED information

acted upon without significant risk  with anyone else. In the context of a meeting, for example,
For the eyes and ears of individual for the privacy, reputati_on,_ or TLP: RED information is limited to those present at the
recipients only, no further disclosure. ~ Operations  of the ~organizations meeting.
involved.
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